U.S. data from foreign spies and also
spies on other countries' transmis-
sions, is extremely secretive. Never-
theless, in 1985 Nsa officials emerged
from their vast headquarters at Fort
Meade, Md., to urge U.S. companies—
including IBM, AT&T and others that
deal in high technology—to buy
equipment it had designed for scram-
bling, or encrypting, data. The NsA in-
sisted, however, on managing the
“keys" needed to unscramble mes-
sages and prohibited the use ofits en-
cryption equipment for international
communications.

Because of such restrictions, even
companies interested in encryption,
such as banks, resisted the NsA's
overtures, according to Robert H.
Courtney, formerly a security ana-
lyst at IBM and now a consultant.
The Nsa, Courtney contends, is too
“hopelessly introverted” to under-
stand industry’s security concerns,
which involve not foreign espionage
but fraud and embezzlement. Not-
withstanding, according to John M.
Richardson of the Institute of Flectri-
cal and Electronics Engineers (IEEE),
a professional society that helps to
set telecommunications standards,
many companies worried that if they
refused to comply with the NsA's
“guidelines,” they would lose Gov-
ernment contracts.

Then in 1986 agents of the Defense
Department, the Central Intelligence
Agency and the Federal Bureau of
Investigation began visiting organi-
zations that manage electronic data
bases. The data bases, which trans-
mit data over telephone lines to sub-
scribers’ personal computers, includ-
ed Chemical Abstracts, run by the
American Chemical Society, and Dia-
log, a service of the Lockheed Cor-
boration. The Government agents
reportedly asked to see lists of sub-
scribers and inquired how access to
non-U.S. citizens could be cut off.

In October, 1986, John M. Poindex-
ter, then Reagan’s national security
adviser, aroused still more concern
by issuing a memorandum stating
what information the Government
considered “sensitive” and therefore

Sitive"
subject to regulation. Poindexter in- crs
cluded any data related to nationa Hons Jing

aired at hearings chaired by Repre-
sentative Jack Brooks, head of the
House Government Operations Com-
mittee, early last year. The American
Civil Liberties Union, the American
Association for the Advancement of
Science, the American Physical Soci-
ety and many other organizations ar-
gued that data controls hurt U.S. re-
search and commerce.

The hearings, in the words of one
observer, “turned the tide” against
the military’s program. Soon after
the hearings ended Frank C. Carlucci
I, who had replaced Poindexter as
Reagan’s national security adviser
when the Iran-Contra affair erupted,
rescinded the increasingly contro-
versial “Poindexter memo.” White
House officials later voiced support
for a bill, first proposed by Brooks,
that makes the National Bureau of
Standards, an arm of the Department
of the Commerce, responsible for de-
vising security guidelines for civil-
lan information systems. After both
the House of Representatives and the
Senate had passed the bill, called
the Computer Security Act, the presi-

dent signed it into law on January 8.

Yet Pentagon officials, according to
one congressional aide, “worked out
a deal”™ with the Senate that may let
the NSA keep a hand in the game. As
part of the agreement, Senator Law-
ton M. Chiles declared for the Con-
gressional Record that the Computer
Security Act applies only to comput-
ers and “is not intended in any way
to alter the assignment of responsi-
bilities in the area of telecommunica-
tions security.”

An aide to Chiles contends the
statement was meant to allow the NsA
to “save face” rather than to provide
it with a semantic loophole. Other ob-
servers are disturbed both by the
Chiles statement and by the ambigu-
ity of the Computer Security Act jt-
self. Robert L. Park of the American
Physical Society maintains, however,
that the act will have a positive effect,
particularly in combination with the
recent departure of two high-ranking
officials in the Pentagon’s policy of-
fice: Richard N. Perle and Fred C. Iklé.
“These were the people behind the
restrictive policies,” Park says., —J.H.
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in the corresponding place (a larger
stuffed dog behind a full-size couch).
= memory check, the child
to retrieve the toy from

eed,” DeLoache says, “the
to realize that the model
:d the room and that, by re-
g the location of the object
the model, he or she could
: the location of the object
lin the room."”
vo-and-a-half-year-olds, ac-
to DeLoache, knew they
posed to find a toy, but they
1aware that they had any ba-
nowing where the toy was
looking for it.” As a group
:arched with little success,
wough they were adept at re-
ring where the miniature was
in the model.
ntrast, the approach of the old-
dren highlights “the abrupt na-
f the developmental change.”
Ig a memory game rather than
ssing game, they had “nearly
:rsal” success in finding both
ts. With a few months’ differ-
in age, the three-year-olds were
to infer where the toy was hid-
from the symbolic relation be-
:n the model and the room.
hy could the younger children



